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Key findings 

• Code Signing Technology allows developers to digitally sign their programs, ensuring 

authenticity and integrity. 

• This can be exploited by malicious actors to bypass security measures, gain privileges, and 

deceive users with seemingly legitimate certificates. 

• The cybercrime market for EV certificates offers a wide range of services, including various 

certificate authorities and delivery methods. 

• To obtain code signing certificates, resellers can register new companies, impersonate existing 

ones, or acquire then through theft. 

Introduction 

Code signing is a technology that allows software developers to attach a digital signature to their 

programs, proving that the code is authentic and has not been tampered with. Malicious actors exploit 

code signing to bypass security measures, gain administrative privileges, and enhance user trust by 

using legitimate-seeming certificates. 

The cybercrime market for code signing certificates mainly focuses on EV certificates, with prices 

ranging from $2000 to $6000. The resellers can either register a new company or impersonate an 

existing company to get a valid certificate from a certificate authority. 

Malware campaigns, such as QakBot and Grandoreiro, have used valid EV code signing certificates 

obtained through company impersonation or exploiting closed companies. Code signing certificates 

can also be obtained through theft, as seen in incidents like the theft of NVIDIA's code signing 

certificates by the Lapsus$ extortion group in early 2022. 
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1 Asymmetric Cryptography and Code Signing 

1.1 Public Key Cryptography 

Asymmetric cryptography relies on key pairs. Each key pair contains a public key and a private key. As 

the name suggests, the private key is supposed to be kept private and the public key is supposed to 

be shared. 

In the encryption process, the public key is used by the sender to encrypt the message, and the private 

key is used by the receiver to decrypt the message. The only person that can read the message is the 

owner of the private key, thus usually the person that generated the key pair. This process ensures 

confidentiality of the communication. 

In the signature process, the text to be signed is first hashed then the hash is signed using the private 

key. To check the signature’s validity, one must compute the hash of the text and compare it to the 
“public key decrypted” signature. If the signature is valid, this process ensures: 

• Data integrity (the message has not been modified) 

• Authenticity (the message comes from the owner of the private key) 

• Non-repudiation (the sender cannot deny that he sent the message) 

 

Figure 1: Encryption and signature in public key cryptography. 

1.2 Certificates 

Certificates are essential for securely sharing public keys and associating them with specific identities. 

They rely on Certificate Authorities (CAs), trusted entities responsible for verifying the authenticity of 

certificate holders' identities and digitally signing certificates to validate them. 

These CAs verify the subject's information and ensure the subject's possession of the private key by 

issuing a challenge. Once verified, the CA provides a certificate containing the subject's information 

and their public key. The CA then signs this data, and the signature is appended to the certificate, 

certifying the authenticity of all information within it. 

Web browsers and operating systems maintain databases containing the root certificates of trusted 

Certificate Authorities. This allows them (web browsers and operating systems) to verify the validity of 

the CA's signatures, establishing trust in the certificates issued by those authorities. 
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This process involving the issuance, validation, and management of digital certificates by trusted 

Certificate Authorities, is a fundamental component of Public Key Infrastructure (PKI). The Public Key 

Infrastructure facilitates the transitivity of trust, meaning that trust in a root Certificate Authority (CA) 

extends to all certificates issued by that CA. 

Non-repudiation remains true due to the presence of revocation mechanisms. Revocation enables the 

invalidation of compromised certificates and enhances the credibility of digital signatures. 

 

Figure 2: Contents of a certificate. 
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1.3 Code Signing and Authenticode 

Authenticode is a code signing standard developed by Microsoft for signing Windows executable files, 

Portable Executable (PE). The PE format contains a structure called Attribute Certificate Table which 

is used to store certificates and signature-related data. This allows software vendors to securely verify 

the authenticity and integrity of their executable files, thereby establishing trust with end-users and 

safeguarding against tampering or malicious alterations. 

Most of the content of the PE file is hashed then signed using the vendor’s key pair. The certificate of 
the vendor is included in the PE file as well as the certificate of the CA that signed the vendor's 

certificate, allowing the end user to verify the full certificate chain. 

The certificate must be valid for code signing purposes (delivered by the CA as such), and there exists 

two types of code signing certificates: 

• Organisation Validated (OV) certificates. The CA verifies the identity of the organisation 

applying for the certificate 

• Extended Validation (EV) certificates. The CA performs additional checks on the 

organisation's legal identity, physical existence and operational status through 

government records 

 

Figure 3: Authenticode: Windows' code signing mechanism. 

  

https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#the-attribute-certificate-table-image-only
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2 The Market 

2.1 Benefits of Code Signing for Cybercrime 

Code signing can be exploited for malicious purposes. Given the level of validation (OV or EV), signing 

the code can provide several benefits: 

• Bypassing Microsoft SmartScreen 

• Accessing administrative privileges 

• Lower the antivirus risk score 

• Improving the browser Safe Browsing score 

• Enhancing user trust 

• Signing drivers 

Down below is an example from SSL.com showing the advertised benefits of code signing. The prices 

range from about $100 to $500 per year, depending on the number of files signed and the signing 

process used (Cloud/YubiKey). 

 

Figure 4: Benefits of code signing from SSL.com. 

To take advantage of those benefits, malicious operators can try and sign their code using seemingly 

legitimate certificates delivered from CA. As our team monitors the underground cybercrime forums 

and marketplaces, we came upon multiple posts advertising code signing certificates sales. Here is an 

overview of the code signing certificate market on cybercrime forum Exploit. 

2.2 Cybercrime Code Signing Market 

Most of the advertising seen on the forum concerns EV certificates. The sellers probably assume that 

registering for an OV certificate is easy enough so that one does not need to pay a dedicated service 

to access it. We did, however, see a couple of offers regarding OV certificates, their prices were about 

$300. 

https://www.ssl.com/certificates/code-signing/
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Figure 5: Offer for both OV and EV certificates. 

Regarding EV certificates, the prices range from $2000 to $6000, depending on several factors such as: 

• If the company name needs to be custom-made. 

• When the certificate needs to be ready by. It can go from 2-5 days up to 2 weeks. 

• Which CA will deliver the certificate (GlobalSign, Sectigo, SSL.com, Entrust, Comodo, …). 
• How will the customer access the key pair (Cloud, sent USB, remote USB) 

 

Figure 6: Forum user advertising an order time of 2-4 business days for an EV certificate. 

Cloud signing technology allows someone to sign their code using their EV certificate online, by 

uploading the file to the CA’s website. However, this technology is not favoured by cybercriminals as 

the files are scanned by an antivirus as they are uploaded. In the case of malware, the user should 

then make their code fully undetectable (FUD) before uploading it to the cloud, and even then, the 

cloud would still have records of what has been uploaded. 
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If the user does not want to use the cloud service, they must use a physical token. The token can be 

ordered from the CA, and most of the forum services offer to deliver this token using a private courier. 

Some of the forum services even offer a remote USB service, in which the customer can connect to the 

physical token from the network. 

 

Figure 7: Physical token needed to use the certificates. 

 

Figure 8: EV code signing offer advertising courier delivery and remote access to the physical token. 
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Such “USB over network” technologies exist and are legitimate businesses. We found an example of 

such a business called USB Network Gate: 

 

Figure 9: Example of a USB over network technology. 

These services are also advertised on Telegram, as shown in this capture offering both cloud signing 

and remote access to the physical token. 

 

Figure 10: Telegram EV certificate service, advertising both cloud access and remote access. 

These EV certificate resellers can be affected by the changes and hardening in security policies of CA. 

For example, this post shows that a vendor increases their prices due to the higher complexity of the 

screening by the CA. 
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Figure 11: Variations in complexity for obtaining EV certificates results raising prices. 

2.3 Process of Obtaining an EV Code Signing Certificate 

One needs to have a company to register for an OV or EV code signing certificate. From our 

understanding, the certificate resellers either: 

• Impersonate an existing company 

• Register a new company 

Considering the number of resellers and the volume of certificates sold, the second option seems more 

likely. We found a clue in one of the discussions, in which a customer asked the reseller if they re-used 

the company to deliver multiple certificates. A question to which the reseller answered that they do 

not do . 



0 

 

   

 

 

 

 

 

 

© Intrinsec 

TLP : CLEAR 

Page 12 sur 17 

The EV Code Signature Market for eCrime 

TLP: CLEAR PAP: CLEAR 

 

Figure 12: Discussion in which the reseller claims not to use the same company for multiple certificates. 

We are aware that such services to register companies exist. Here is an example on a different forum, 

of a user offering to legally register a company in the UK for $899. 

 

Figure 13: Service to register a company in the UK. 

  



0 

 

   

 

 

 

 

 

 

© Intrinsec 

TLP : CLEAR 

Page 13 sur 17 

The EV Code Signature Market for eCrime 

TLP: CLEAR PAP: CLEAR 

3 The Malwares 

3.1 CA Delivered Certificates 

Certificates delivered by CA used for malicious intents can come from either: 

• An actual company that the malware operator spoofs to acquire a certificate 

• A company registered by the malware operator/certificate reseller for the sole purpose of 

acquiring a code signing certificate 

3.1.1 QakBot and PikaBot December 2023 Campaign 

This QakBot campaign happened around December 15, 2023, and the samples were signed using an 

EV code signing certificate delivered by SSL.com on November 11, 2023, with subject “SOFTWARE 
AGILITY LIMITED”. Since then, the certificate has been revoked by the issuer. 

 

Figure 14: Certificate used during December 2023 QakBot campaign (VirusTotal). 

Using the UK company information service, we were able to find this company which was registered 

in February 2013. This company does not seem to have had much activity, which may suggest that it 

was registered by an ill-intentioned person. However, the fact that it was registered 10 years ago 

could also lead to assume that this was once a legitimate company that has been spoofed by the 

attackers, possibly using leaked data. QakBot has also been seen dumping key pairs from infected 

computers, which can be re-used for code signing if no physical token is needed. 

https://www.virustotal.com/gui/file/93a98b919aec23411ae62dba8d0d22f939da45dec19db2b4e7293124d8f1507f
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Figure 15: Registration of the company subject of the certificate (Source). 

3.1.2 Grandoreiro Banker Impersonates a Closed Company 

We found on VirusTotal a case of company impersonation. Grandoreiro is a banking trojan active in 

South America since at least 2019, and it was distributed recently, around May 23, 2024. It was signed 

by a valid EV code signing certificate of subject “MR Software GmbH” delivered by GlobalSign on May 
13, 2024. 

 

Figure 16: Certificate used to sign Grandoreiro. 

After looking up the company, we discovered that the company has been closed since June 30, 2023. 

This suggests that the person applying for the certificate probably exploited this fact to impersonate 

the company. 

https://find-and-update.company-information.service.gov.uk/company/08424580
https://www.virustotal.com/gui/file/bd4f77fab5f0b23d7bdd4fc59eda4ea29888c049acbae9293b02ea9bb90c2947
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Figure 17: Closed company impersonated for a valid certificate (Source). 

3.2 Stolen Certificates 

3.2.1 NVIDIA 

In early 2022, NVIDIA suffered a cyber-attack by the Lapsus$ extorsion group during which at least 

two code signing certificates were stolen (amongst other proprietary data). These valid certificates 

were later spread and used by threat actors to sign their malicious code. 

Here is an example of the Discord RAT signed using one of NVIDIA’s leaked certificates, uploaded to 
VirusTotal on May 9, 2024. 

 

Figure 18: Discord RAT signed with NVIDIA's leaked certificate. 

Even though the certificate expired in 2014, Windows will still recognise the signature as valid for 

loading the drivers. 

hxxps://mrsoft[.]gmbh/
https://www.virustotal.com/gui/file/3f10da079f9a101c55635d8bd1a091afa18d59b7076a2fee91775ac8fbe2d684
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3.2.2 The Case of Kimsuky 

Kimsuky is an Advanced Persistent Threat allegedly from North Korea that targets South Korean 

critical entities such as critical infrastructure, industry, and government bodies for espionage purposes. 

This APT is known for resorting to code signing certificates. Here are two examples of Kimsuky 

malware signed using possibly stolen certificates belonging to one South Korean company and one 

American company. 

 

Figure 19: Kimsuky malwares signed using possibly stolen certificates. Left. Right. 

3.3 Self-Signed Certificates 

Even though they are not very effective at bypassing malware protection systems, self-signed 

certificates are widely used in malware as a form of social engineering. They are free and can fool 

users into believing that the malware they are running is from a legitimate software vendor. Here is an 

example of a FormBook/XLoader (a popular RAT targeting Windows computers) sample distributed 

by GuLoader that was signed using a self-signed certificate. 

 

Figure 20: Example of a self-signed certificate used to sign FormBook (VirusTotal). 

  

https://www.virustotal.com/gui/file/cca1705d7a85fe45dce9faec5790d498427b3fa8e546d7d7b57f18a925fdfa5d
https://www.virustotal.com/gui/file/ff3718ae6bd59ad479e375c602a81811718dfb2669c2d1de497f02baf7b4adca
https://www.virustotal.com/gui/file/dd2d5f3f85924ec11cbd69da21bd0b25c5c8034aad3d9490c96e39f20b966d4f
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4 Actionable content 

4.1 Indicators of compromise 

Value Type Description 

faca8b6f046dad8f0e27a75fa2dc5477d3ccf44ad

ced64481ef1b0dd968b4b0e 
SHA-256 

Kimsuky – ZIP - “Job Description (LM HR 
Division II).zip” 

cca1705d7a85fe45dce9faec5790d498427b3fa8

e546d7d7b57f18a925fdfa5d 
SHA-256 

Kimsuky – EXE - “Job Description (LM HR 
Division II).pdf .scr” 

ff3718ae6bd59ad479e375c602a81811718dfb26

69c2d1de497f02baf7b4adca 
SHA-256 Kimsuky - EXE 

93a98b919aec23411ae62dba8d0d22f939da45d

ec19db2b4e7293124d8f1507f 
SHA-256 QakBot - MSI 

bd4f77fab5f0b23d7bdd4fc59eda4ea29888c049

acbae9293b02ea9bb90c2947 
SHA-256 Grandoreiro - MSI 

dd2d5f3f85924ec11cbd69da21bd0b25c5c8034

aad3d9490c96e39f20b966d4f 
SHA-256 GuLoader / FormBook - EXE 

3f10da079f9a101c55635d8bd1a091afa18d59b7

076a2fee91775ac8fbe2d684 
SHA-256 Discord RAT – EXE 

 

4.2 Recommendations 

• Implement strict policies about application vendor whitelisting and blacklisting 

• Conduct thorough certificate validation 

• Educate and train employees to detect unsigned code and malicious signers 

• As far as Advertisers are concerned, avoid using first Google search results which contain the 

tag “Ad”. Use instead the first “organic” search result to initiate downloads from the official 

website of the searched software name 

• Implement certificate revocation checking 

• Use reputation-based threat intelligence for malicious certificates 

• Use sandboxing and isolation techniques for unknown executables 
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